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INNOVATIVE APPROACHES AND INFORMATION TECHNOLOGIES
IN FORENSIC SCIENCE ACTIVITIES

Prevention of crime is becoming one of the most important tasks for the authorities implementing preventive
measures in Ukraine. The purpose of this article is to improve crime prevention measures in the context
of digitalisation of social processes. The tasks of the article are to determine the current state and prospects
of forensic institutions’ activities in crime prevention with the use of information technology. Forensic
institutions are distinguished by their special competence among the crime prevention actors in Ukraine. The
preventive activities of employees of these institutions, which are carried out at the request of the authorized
bodies during the consideration of criminal proceedings, or on their own initiative on the basis of regulatory
legal acts, are an important element in crime prevention. The article also identifies the areas of use of artificial
intelligence in law enforcement activities involving forensic experts. This includes the analysis of satellite images
to identify changes in the landscape that may be related to war crimes and the identification of victims’ graves,
the analysis of video and photo materials to identify objects, suspects and witnesses, the processing of audio
materials to identify voices and determine the location of callers during a conversation. The authors also consider
the analysis of social networks to identify links between suspects and witnesses to war crimes, analysis of data
from medical institutions to determine the causes of death and identify prisoners of war and war criminals from
medical records, as well as analysis of textual information and other methods. The authors note that the most
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promising area of preventive activities of forensic institutions in Ukraine and the world is the introduction
of Forensic Artificial Intelligence (FAl). By integrating artificial intelligence, forensic institutions can increase
the efficiency of investigations and reduce the risk of subjective errors. The implementation of these measures
in the activities of forensic institutions will help to increase the effectiveness of crime prevention in the context
of modern digital technologies and strengthen law and order in Ukraine.

Keywords: criminology, crime prevention, forensic examination, information techniques, crime
research, innovation, artificial intelligence, cybersecurity, Forensic Artificial Intelligence (FAI).

Statement of the problem. Crime is one
of themost serious negative phenomenaaffecting
all aspects of public life. Its development is
conditioned by many factors: historical, social,
political, economic and cultural peculiarities
inherent in a particular society. It not only
causes significant damage to interpersonal
relations, but also creates obstacles to
the normal functioning of state institutions
and public structures.

Crime, dynamically changing and adapting
to new conditions, increases its ability to cause
harm, which requires special attention to
preventive measures. In today’s environment,
this requires not only a prompt response to
crime, but also a comprehensive state approach.

From the object-functional point of view,
combating crime covers three areas of social
relations:

1)generalorganisation—asetoforganisational,
managerial, preventive, control and other
actions of various institutions that interact to
achieve common results in combating crime;

2) law enforcement activity — a system
of measures for the implementation of law
enforcement and/or law enforcement functions
by state bodies, public organisations or citizens;

3) crime prevention is the implementation
by special subjects of the means of influence
provided for by law in order to prevent
the development of criminal unlawful intent
at the preliminary stages of a criminal offence,
to identify the causes and conditions of criminal
offences’ [1, p. 158].

According to scholars, directly or indirectly,
crime is counteracted by all parts of the state
and social system. Therefore, representative
bodies, executive authorities and courts,
the whole range of enterprises, institutions
and organisations operating in various spheres
of social life, public associations and individual
citizens are involved in combating crime. Thus,
in general terms, the system of combating
crime includes bodies and organisations that
determine the main directions, tasks, forms

and methods of combating crime in the country;
provide information and analytical support
for combating crime; identify and signal
criminogenic  factors; directly implement
measures to respond to individual criminal
offences, as well as measures to eliminate,
weaken or neutralise criminogenic factors,
including correction of personal deformations
and elimination of circumstances that
form them. Thus, depending on the goals
and objectives, as well as the functional
responsibilities of the actors involved in
combating crime, they can be divided into ‘two
groups — actors operating at the general social
level and specialised actors. The latter include
state bodies specially created to counteract
crime, as well as bodies that operate outside
the criminal justice system’ [3, p. 83].

The subject of counteraction is characterised
by occupying one of the leading positions
compared to others in the system of combating
crime, aswellas by thedecisiverole of preventive
measures taken by it in a comprehensive
targeted impact on criminogenic factors
of crime. In this regard, it should be noted that
a special place in the unified system of subjects
of targeted impact on criminogenic factors
of crime is occupied by forensic institutions
of Ukraine.

It is fair to say that, in general, a forensic
expert or expert (specialist) is a person who is
not interested in the outcome of the proceedings
and who professionally possesses the special

knowledge, skills and practical knowledge
necessary to solve forensic tasks.
This ‘subject of procedural relations,

who has no and should not have an interest,
is involved in the case to assist the court in
the objective investigation of the circumstances
of the case and thereby ensure that the court
achieves its main goal — to protect the violated,
unrecognised or disputed rights or interests
of persons’ [4, p. 2].

It is also worth noting that in the course
of forensic activities, forensic science units
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(hereinafter referred to as FSU), as well as indi-
vidual specialists with appropriate professional
training, receive certain powers in the field
of crime prevention. Their role in this process
is related not only to conducting examina-
tions, but also to the ability to influence illegal
actions at early stages, such as the formation
of intent, preparation or attempted commis-
sion of a crime. In other words, forensic activ-
ities are preventive in nature, as the results
of expert research and their analysis can help
identify potential threats and criminal inten-
tions before they are implemented. Thus,
forensic experts become important participants
in the crime prevention process, integrating
into the overall crime prevention system.

Forensic expert activity not only strengthens
the evidence base in criminal proceedings,
but also provides additional mechanisms for
monitoring compliance with the law, which
helps to reduce the risk of crime. Integration
of forensic instruments into a comprehensive
crime prevention strategy is an important
step towards strengthening law and order
and security in society.

Analysis of research and publications.
M. Karchevskyi, |. Fedchak, A. Babenko,
0. Korystin, V. Obolentsev and other experts
paid attention to the theoretical foundations
of the use of information methods of crime
research and prevention [5]. In his work,
O. Fedorov [7] proposed options for the use
of information methods for studying crime
in criminological forecasting. Investigating
the essence of social and ethical requirements
for the use of information and communication
technologies and artificial intelligence in the life
of a modern person, society and the state,
N. Filipenko, S. Lukashevych, O. Andreeva
and K. Salaeva [8] note that the use of artificial
intelligence requires special legal regulation,
since it is about human life and health, even if it
is about innovative approaches and information
technologies for preventing and solving crimes.
V. Strukov and Y. Hnusov have studied software
products (‘analytical tools’) for data retrieval,
analysis and visualisation of results based on
‘artificial intelligence’ [9, p. 64] RICAS [10],
Shotspotter [11], Palantir Gotham [12], etc.
Such scholars as S. Matuilen, V. Shevchuk,
and J. Baltrunene have studied the current
problems of wusing artificial intelligence
technologiesin the activities of law enforcement
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agencies under martial law, identified the main
problems and prospects of forensic research
and the use of artificial intelligence through
the prism of European integration processes,
and highlighted the gaps in the legal regulation
of the digital technology sector [13].

Earlier, in our works [14; 15], we also
considered a set of theoretical and practical
issues of criminological activities of forensic
institutions of Ukraine. Using various methods
of scientific knowledge, we conducted
a phenomenological, praxeological, historical,
functional and structural analysis of the system
of expert institutions, and investigated
the current problems of using advanced
technologies in their activities.

The aim of the article is to analyse
and identify the most effective areas of artificial
intelligence use in law enforcement activities
involving forensic experts based on the latest
research of modern Ukrainian and foreign
scholars.

Summaryofthemainmaterial. Criminologists
note that ‘the object of preventive influence is
anegative phenomena of a material and spiritual
nature which, interacting with the personality
traits, lead to the emergence of criminal
motivation, intent, decision-making to commit
a crime and its implementation. In recent
decades, due to the development of information
technologies, more and more so-called ‘virtual’
objects of preventive influence have appeared.
Identification and clarification of such objects
with the help of expert research requires further
study both at the theoretical and procedural
and applied levels. Such an approach will
enrich not only expert activity as such, but
also the theory and practice of preventing
and combating crime at all levels — general
social, special criminological, individual, etc.’
[14, p. 231].

Crime prevention is defined by experts in
both scientific and educational literature as
‘activities aimed at overcoming criminogenic
and harmful contradictions in social relations in
order to resolve them and gradually eliminate
them (the so-called general social prevention),
as well as counteracting the implementation
of criminal manifestations at different stages
(special criminological prevention)’ [16, p. 16;]
or as ‘a set of various activities and measures
in the state aimed at improving social relations
in order to eliminate negative phenomena
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and processes that generate or contribute to
crime, as well as preventing the commission
of crimes at different stages of criminal
behaviour’ [17, p. 156].

General social measures of crime prevention
mean ‘overcoming or limiting criminogenically
dangerous contradictions in society, gradual
eradication of negative phenomena created by
political, economic, psychological, ideological,
international and other factors of criminogenic
potential in society’ [16, p. 19]. The objects
of general social measures to prevent
criminal activity are unemployment, decline
in morality, prostitution, drug addiction,
alcoholism, homelessness, criminal attitudes
of the population, shortcomings in regulatory
regulation, and social conflict.

Special criminological crime prevention is
considered to be ‘the practice of implementing
methods of active influence on phenomena
and processes that cause or may cause activation
of the criminogenic potential of society in
the form of criminal manifestations, as well
as anticipation of their implementation
at different stages of criminal behaviour’
[16, p. 21]. That is why the object of special
criminological crime prevention includes two
key components. Firstly, these are criminogenic
phenomena and processes that can manifest
themselves at the pre-criminal stage or directly
during criminal activity. Secondly, it includes
social values that are threatened by criminal
acts. The effectiveness of crime prevention
measures depends on the following factors:

— Understanding the essence of the object
of preventive influence: it is necessary to
take into account the nature of criminogenic
processes, as well as the specifics of social
values to be protected.

— Competence of the subjects of preventive

activity: determination of clear powers
and coordinated interaction of bodies
responsible for preventive activity.

—  Methods of crime  prevention:

implementation of modern, scientifically based
instruments of influence that take into account
the specifics of the object of prevention
and the capabilities of the actors.

Thus, a systematic approach to crime prevention
should be based on the relationship between
the object, subject and methods of preventive
influence, which allows to achieve the maximum
level of efficiency in combating crime.
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In recent decades, humanity has witnessed
significant changes in crime prevention driven
by the development of information technology.
In particular, there are more and more ‘virtual’
objects of preventive influence that are
characterised by a specific nature. We are
talking about cybercrime and other unlawful
acts, the object of which is information
of particular value in the modern digital society.

Cybercrime covers a wide range of offences,
including unauthorised access to information
systems; data theft; distribution of malicious
software; cyberbullying, fraud and other
forms of abuse in the virtual space. These
crimes not only cause material damage but
also violate fundamental human rights, such
as the right to privacy and security. In this
regard, information as an object of preventive
influence requires a special approach to its
protection, based on innovative technological,
organisational and legal mechanisms. And it is
not surprising that at the ‘state level, special
attention is paid to cybersecurity, which
determines the protection of the vital interests
of a person and citizen, society and the state
when using cyberspace, when sustainable
development of the information society
and digital communication environment, timely
detection, prevention and neutralisation of real
and potential threats to the national security
of Ukraine in cyberspace are ensured’ [18].

It is noteworthy that our country is
implementing the Implementation Plan
of the Cybersecurity Strategy of Ukraine [19],
which provides for the development of a system
of cybersecurity indicators, the creation
of units with the authority to conduct armed
confrontation in  cyberspace, effective
counteraction to intelligence and subversive
activities in cyberspace and cyberterrorism,
strengthening the technological and human
resources of law enforcement agencies
to prevent and investigate cybercrime,
and ensuring the security of digital services.

The subjects of crime prevention are ‘state
bodies, publicorganisations, privateinstitutions,
social groups, officials, and individuals who
direct their activities to the development
and implementation of measures related to
the prevention, limitation, and elimination
of criminogenic phenomena and processes that
generate crimes, as well as to their prevention
at various stages of criminal behaviour,
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and in this regard have rights and exercise
responsibilities’ [16, p. 62].

As N. Filipenko notes, ‘among the domestic
subjects of crime prevention, forensic
institutions of Ukraine have always stood
out for their special competence’ [3, p. 87].
She also emphasises that ‘expert activity in
relation to crime prevention can be defined as
the preventive work of employees of expert
institutions during the consideration of civil,
administrative or criminal proceedings, or on
their own initiative on the basis of relevant
regulations’ [3, p. 180]. We also cannot
but agree with the researcher that ‘the
main tasks of expert prevention of these
specialised subjects of crime prevention are
the development and improvement of methods
for identifying the causes and conditions
of criminal offences; studying the features
of typical results of expert research, providing
proposals and recommendations for
the prevention of criminal offences on their
basis; determining measures to protect objects
from criminal attacks; developing measures to
prevent criminal offences’ [3, p. 100]. Specialists
note, that “almost every branch of science got
its forensic dimension. In judicial proceedings,
there was a need to engage forensic experts
of various specializations, who apply modern,
specific and sophisticated methods in their
work” [20, c. 26].

Due to the rapid ‘digitalisation’ of criminal
offences, the preventive activities of forensic
institutions in Ukraine are gaining new
importance, focusing on ensuring effective
counteraction to cybercrime. In particular,
the role of such aspects as:

1) Digital forensics: experts focus on
investigating digital traces, analysing data from
devices, identifying and documenting facts
of unauthorised access to information systems.

2) Development of innovative forensic
research methods: introduction of modern
technologies for analysing information flows,
malware, and tracking cybercriminals.

3) Legal support: improvement of the legal
framework governing the use of digital evidence
and providing forensic institutions with clear
powers in the field of cybercrime.

4) Education and training: training experts
who specialise in digital technologies and have
the necessary knowledge to analyse the latest
threats.
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More and more attention is being paid to
the development of techniques to detect,
document and evaluate digital traces
of crimes related to cyberspace violations.
This is becoming a key component of crime
prevention, adapting traditional approaches to
the requirements of the modern information
society.

In this regard, computer and technical
expertise (CTE) is becoming increasingly
important. The main task of experts during
its implementation is to ‘answer questions
requiring specialised knowledge in the field
of forensics (computer forensics) — knowledge
of methods of searching, securing and examining
digital evidence in crimes related to computer
information (cybercrime). CTE makes it possible
to form a holistic evidence base by addressing
diagnostic and identification issues, i.e.
solving tasks related to the search, detection,
evaluation and analysis of information contained
in a computer system. As a result of the CTE,
which is conducted during the investigation
of crimes related to information security
breaches, information is generated about
the vulnerability of information processing
processes in information systems’ [21, p. 171].

Obviously, in the preventive activities
of expert institutions, information methods
of ‘artificial intelligence’ will be increasingly
used. We agree with the opinion of scientists
that ‘artificial intelligence in forensic science
can be applied to process and analyse large
amounts of data, and the emphasis is on data
interpretation. Artificial intelligence helps
to overcome the shortcomings of forensic
investigation and human error, but primarily
in improving, speeding up and facilitating
the investigation’ [22; 23].

The Concept for the Development of Artificial
Intelligence in Ukraine [24] defines this resource
as ‘an organised set of information technologies
that can be used to perform complex tasks by
using a system of scientific research methods
and algorithms for processing information
received or independently created during work,
as well as to create and use its own knowledge
bases, decision-making models, algorithms for
working with information and determine ways
to achieve the tasks set’.

Artificial intelligence technologies are
increasingly influencing various spheres
of public life, determining not only the level
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of opportunities but also the degree of protection
of social values’ [25, p. 1085].

Inthe functional aspect, artificialintelligence
is a technology for processing information
using software. In fact, it is ‘a data processing
system formed by interconnected elementary
computing nodes and having the ability to
accumulate experimental knowledge, generalise
it and make it available to the user in a form
convenient for interpretation and decision-
making’ [26].

Modern research opens up wide possibilities
for the use of artificial intelligence in law
enforcement and preventive measures,
especially with the participation of forensic
experts. The main areas of application include:

1. Satellite image analysis: the use of artificial
intelligence to detect changes in the landscape
that may indicate war crimes (e.g., identifying
mass graves). This allows for the rapid
identification of areas for investigation.

2. Analysis of video and photo materials:
recognition of objects, persons, suspects or
witnesses using face recognition algorithms
and automatic detection of details in the images.
This greatly speeds up the identification
of criminals.

3. Processing of audio materials: the use
of technologies for voice recognition, analysis
of the tone of conversations, and location
of participants based on acoustic data.

4. Social media analysis: automating
the process of identifying connections
between suspects, witnesses or victims. This
is particularly useful for identifying criminal
groups or individuals involved in war crimes.

5. Working with medical data: analysing
medical records to determine the cause of death,
identify prisoners of war or criminals. Artificial
intelligence helps to systemise and quickly
process large amounts of information from
medical institutions.

6. Textual information processing:
the use of machine learning algorithms to
analyse documents, reports, or messages to
automate the search for important evidence
and establish links between events.

The involvement of artificial intelligence in
forensic activities is an innovative approach
that can significantly increase the accuracy
and speed of investigations, while reducing
the human factor and the risk of errors. This
contributes to a more effective response to
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modern challenges,
and war crimes.

That is why one of the most promising areas
of Al use for crime prevention and detection
is the introduction of Forensic Artificial
Intelligence. ‘Forensic Artificial Intelligence
(FAl) would be a software system consisting
of hardware and software. It would be
available to the participants in the court
proceedings (judges, prosecutors, lawyers)
and could be ‘engaged’ in court hearings
like all court experts hired by the court,
who were chosen from the state register
of court experts. The FAl hardware would be
the carrier of artificial intelligence, that is,
the electronic and mechanical parts that make
up the system. The software would contain
the programmes used to manage the system.
The FAI would collect all data from a specific
forensic discipline that is available on all kinds
of scientific and professional networks. In this
way, through the FAI, all data that can be useful
and which any party in the court proceedings
would request would be available to all
participants in the court proceedings and would
be available in real time and space. Also,
the FAI could conduct a meta-analysis of data
extracted from all scientific and professional
databases (monographs, textbooks, magazines,
studies...), and transform the aforementioned
metadata into an understandable and simplified
format in the form of useful information (which
is sought by judges, prosecutors, lawyers) in
a very short time. Collecting and storing a large
amount of information and data for forensic
expertsis avery difficult, extensive process that
takes a long time. But FAI solves that problem
with the large capacity of its database, which
it uses to collect and store forensic data, its
properties, research and results. By collecting
and analysing a large amount of data, the FAI
would be of great use when confirming or
refuting certain evidence in court, and thus also
when investigating various types of criminal
offences’ [27, p. 19].

Conclusions. Summarising the results
of the consideration of the application of inno-
vative approaches and information technology
in forensic expert activity with a view to pre-
venting and solving criminal offences, we would
like to note that:

1. The main tasks of forensic institutions
of Ukraine in the prevention and detection

including cybercrime
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of criminal offences are to carry out a compre-
hensive analysis of the causes and conditions that
contribute to their commission, develop meth-
ods for their detection, and formulate practical
recommendations for eliminating these factors.

2. The results of expert research provide law
enforcement agencies with tools to improve
their activities, which ensures more effective
investigation of crimes and at the same time
helps to reduce crime by strengthening
the inevitability of punishment. The effective
implementation of these tasks creates the basis
for more reliable protection of critical facilities,
ensuring public order and reducing the level
of crime in the country. Forensic institutions
perform not only research, but also preventive
functions, which contributes to the development
of an effective crime prevention strategy.

3. Artificial intelligence techniques are
an effective technological tool for forensic
experts in the field of crime prevention. These
methods enable the rapid analysis of large
amounts of data, automation of the processes
of identifying patterns in criminal activity,
and forecasting potential threats. Artificial
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intelligence information algorithms allow for
in-depth research, in particular in analysing
texts, video and audio materials, identifying
hidden connections between participants in
crimes or establishing new evidence.

4. The most promising area of preventive
activity of forensic institutions in Ukraine
and the world is the introduction of ‘Forensic
Artificial Intelligence’. Through the integration
of artificial intelligence, forensic institutions
can increase the efficiency of investigations
and reduce the risks of subjective errors.
For example, artificial intelligence is used
to analyse satellite imagery to identify war
crimes or illegal burial sites. Tools are also
widely used to identify voices, locate suspects
and witnesses, or examine medical records to
determine the cause of death.

Thus, artificial intelligence techniques are
becoming an important technological resource
that not only contributes to the effective
detection of crimes, but also allows for
the development of effective measures to
prevent them, ensuring a high level of law
enforcement and public safety.

1.

KpumiHonoria. AkagemMiuHui Kypc / Kon. AeTopiB 3a 3ar. peg. O. M. J/iuteuHosa. Kuie : KoHaop, 2018.
588 c.

. ®inineHko H. €., O6oneHueBa-Kpacmecbka O. C. Cya0BO-eKcnepTHi yCTaHOBM YKpaiHW K Cy6’eKT npo-

TUAIT 3N104UMHHOCTI. AKmyasibHi Npob1eMu KPUMIHA/IICMUYHO20 Ma ekcnepmHo20 3abe3neyeHHA OifJlb-
HOCMi NpaBooXopoHHUX opa2aHis ma cydy 8 YkpaiHi. HAl ny6niyHoi nonitMKKM i couiasbHMX HayK. XapKiB,
2021. C. 52-56.

®inineHko H. €. KprmiHonorivyHa Ais/bHICTb Cy10BO-€KCNEPTHMX YCTAHOB YKpaiHM : MOHorpadis. XapKiB :
Konneriym, 2020. 392 c.

. Jlemnk J1. A. NpakThKa 3acToCyBaHHA cneliaslbHMX 3HaHb B UMBiNIbHOMY npoueci B KpaiHax €C (Ha npu-

Knaai Himeuyumnu, ®paHuii Ta BenmkobpuTanii). Yaconuc HauioHanbHoz0 yHisepcumemy «Ocmpo3bKa
akademia». Cepia lNpaso. 2014. Ne 1 (9). C. 1-13.

. O6oneHues B. ®. ba3oBi 3acaagm CUCTEMHOIO aHaNi3y Ta MOAEIOBAHHA CUCTEMM 3anobiraHHA 3/I04MHHOCTI

B YKpaiHi. XapkiB : tOpait, 2021. 192 c. URL: https://dspace.nlu.edu.ua/handle/123456789/19459.
ImniemeHTauisa ILP mogeni B YKpaiHi : matepiann Kpyrsoro ctony, M. Ogeca, 15 6epesHa 2023 p. Ogeca :
OAYBC, 2023. 133 c. URL: https://dspace.oduvs.edu.ua/server/api/core/bitstreams/c517baeb-f95d-
4c77-a0e8-97f808399412/content.

. ®egopos O. B. 3acTocyBaHHA CUCTEMHOMO NiAXoAy Y po3pobLi Ta BUKOPMCTaHHi iHpopMaLiMHUX METOAMK

BMBYEHHA 3JIOYMHHOCTI. AHA/MIMuUYHO-nopisHAIbHEe npaso3Hascmso. 2023. Ne 04. C. 425-429. https://
doi.org/10.24144/2788-6018.2023.04.68.

. ®inineHko H., Jlykawesuy C., AHgpeeBa O., CanaeBa K. CouiasbHO-NpaBoBi Ta MOpasibHO-ETMYHI Npo-

6/1EMM 3aCTOCYBaHHS LUTYYHOrO iHTENEKTY Ta iHDOpMaLiMHO-KOMYHiKaLiMHUX TexXHonorin. BicHuk MeHi-
meHyiapHoi acouiayii Ykpainu. 4 (Civ 2024), 95-103. https://doi.org/https://doi.org/10.34015/2523-4
552.2023.4.10.

Strukov V. M., Gnusov Y. V. Instrumental intelligent platforms for criminal analysis. Law and Safety.
2021. Vol. 83, No. 4. Pp. 64-65.

10.RICAS. IHTenekTyanbHa nnatdopma aHanisy iHdopmauii. URL: https://ricas.org/uk/.

108



il Forensic Science, 1'2025

11.SafetySmart. URL: https://www.soundthinking.com/safetysmart-platform/.

12.Palantir Gotham. URL: https://www.palantir.com/platforms/gotham/.

13.MatyneHe C., Wesuyk B., bantpyHeHe 0. LUTY4HMM iHTENEKT B AiA/IbHOCTI opraHiB MpaBoOMopsAAKYy Ta
IOCTMLIT: YKpATHCbKMM Ta EBPONENCbKMIM A0cBia. Teopia ma npakmuka cy8osoi ekcnepmusu i KpumiHasic-
muku. 2023. Bun. 4 (29). C. 12-46. 10.32353/khrife.4.2022.02. URL: https://khrife-journal.org/index.
php/journal/issue/view/18/4-22.

14.lykawesny C. 10., Canaesa K. A. EKcnepTHO-KpUMiHanicTUYHi 3acagm BU3HAYEHHA 06’ €KTIB 3anob6ixKHOro
BNAMBY. AKMyasibHi NUMAHHA cy00B80i eKcnepmu3u i KpUMiHasicmuKu : 36. MaT-NiB MiXKHap. Hayk.-np-
aKT. KOH(. 3 Haroam 100-pivyua HalioHanbHOro HayKoBOro LEeHTPY «IHCTUTYT CyA0BMX eKcnepTus iM. 3ach.
npod. M. C. bokapiyca» (XapkiB, 10.11.2023). Xapkis : HHL, «ICE im. 3acn. npod. M. C. bokapiyca», 2023.
447 c. URL: https://nncise.org.ua/ diyalnist/naukova.

15.FilipenkoN., LukashevychS., Andrieieva 0., Ivanovi¢ A. Application of Artificial Intelligence and Information
and Communication Technologies: Socio-Ethical Problems (Review Article). Teopis ma npakmuka cydosoi
ekcnepmu3su i kpumiHasicmuku. 2024. Bunyck 1 (34). https://doi.org/10.32353/khrife.1.2024.02. URL:
https://khrife-journal.org/index.php/journal.

16.loniHa B. B. 3ano6iraHHA 3104MHHOCTI (Teopisa i NpakTMKaA) : HaBYa/bHMM NOCiGHMK. Xapkis : Hau. opua.
akaj. Ykpainu, 2011. 120 c.

17 .KpuMiHonorisa : nigpyyHuk / b. M. TonoBkKiH, B. B. loniHa, O. B. J/Iucozea ta iH. ; 3a pea. b. M. FonoBkiHa.
XapkiB : lNpaso. 2020. 384 c.

18.3aKoH YKpaiHu «[po ocHOBHi 3acaan 3abe3neveHHA Kibepbe3sneku YKpaiHu» Big 05.10.2017 Ne 2163-VIII.
URL: https://zakon.rada.gov.ua/laws/show/2163-19#Text.

19.MnaH peanizauii CtpaTerii Kibepbesnekn YkpaiHu. BeegeHo B aito YKasom [pe3ngeHTta YKpaiHu Big
1 motoro 2022 p. Ne 37/2022. URL: https://zakon.rada.gov.ua/laws/show/n0087525-21#Text.

20.lvanovic A., Filipenko N. Acceptance of Forensic Evidence — Are There Standards? Akmya/sibHi numaHHs
Cy00B80i ekcnepmusu i KpUMIiHanicmuKu : 36. MaT-niB MiXKHap. HayK.-npakT. KOHd. 3 Haroam 100-pivua
HauioHanbHOro HayKoBOro LeHTpY «IHCTUTYT cyaoBmx ekcneptus imM. 3aca. npod. M. C. bokapiyca» (Xap-
KiB, 10.11.2023). XapkiB : HHL, «ICE im. 3acn. npod. M. C. bokapiyca», 2023. C. 22-27. URL: http://www.
ndekc.lviv.ua/pdf/c05122023.pdf.

21.®inineHko H. €., CHirepbos 0. ., by6nikos A. B. 3acTocyBaHHA cnewiasbHUX 3HaHb Mig Yac BUAB/IEHHSA,
npodiNaKTMKK M po3cnigyBaHHS 3/104MHIB y cpepi Komn’toTepHoi iHpopmaLii Ta BUCOKMX TeXHOOriM (orns-
JoBa cTaTTa). Teopia ma npakmuka cydosoi ekcnepmusu i kpumiHasicmuku. 2020. Ne 22. C. 162-178.
URL: https://khrife-journal.org/index.php/journal/article/ download/373/388.

22.Ahmed Alaa El-Din E. Artificial intelligence in Forensic Science: invasion or revolution? Egyptian Society
of Clinical Toxicology Journal, 2022. 10(2), 20-32.

23.Budi¢ M. S. Eticke dileme i stavovi prema primeni vestacke inteligencije1. Kritika: ¢asopis za filozofiju i
teoriju drustva, 2023. 4(1), 49-65.

24.Mpo cxBaneHHa KoHuenuii po3BUTKY LUTYYHOro iHTENEKTY B YKpaiHi : po3nopsagxeHHsa KabiHeTy MiHicTpis
YKkpainu Big 02.12.2020 p. Ne 1556-p. URL: https://zakon.rada.gov.ua/laws/ show/1556-2020-%D1%80#Text.

25.®inineHko H. €., Jlykawesuy C. 0. IHdoOpMaLifHi METOAUKM AOCNiAXKEHHA KPUMiHa/IbHMX NpaBoropy-
LeHb, BYMHEHUX 3 BUKOPUCTAHHAM TEXHOJIOFiM LUTYYHOrO iHTeNeKTy. Haykosi nepcnekmusu (Cepia «/ep-
»KasHe ynpasniHHA», Cepia «[lpaso», Cepia «EKoHoMika», Cepia «MeduyuHa~, Cepia «[ledazozika», Cepia
«[Mcuxonozia»). Bunyck Ne 11(41), 2023. C. 1084-1096.

26.PygeHko O. T., bogaHcbkui €. B. LLUTYYHi HEMPOHHI Mepexki : HaBYa/IbHWUM NOCIGHMK. XapKiB : TOB «Kom-
nania CMIT», 2006. 404 c.

27.lvanovic A., Filipenko N. Proposal for Introducing the Institution of Forensic Artificial Intelligence. Akmy-
asbHi NUMAaHHA cy00B80i ekcnepmu3u i KpumiHasicmuKku : 36. MaT-niB MiXHap. HayK.-npakT. KOH®.,
npucBAYEHOT Nam’ATi BUAATHOro BYeHoro Bnagucnasa PepopeHka («PenopeHKiBCbKi YMTaHHA») (XapKiB,
15.10.2024). XapkiB : HHL, «<ICE iM. 3acn. npod. M. C. bokapiyca», 2024. C. 16-20. URL: https://drive.
google.com/file/d/1CJSGFYFcKMFu310UeR5dzoPmiMP-COCP/view.

References:

1. Kryminolohiya. Akademichnyy kurs / kol. avtoriv; za zah. red. O. M. Lytvynova. Kyiv: Kondor, 2018.
588 s. [in Ukrainian].

2. Filipenko N. Ye., Obolyentseva-Krasyvs’ka O. S. Sudovo-ekspertni ustanovy Ukrayiny yak sub’yekt protydiyi
zlochynnosti. Aktual’ni problemy kryminalistychnoho ta ekspertnoho zabezpechennya diyal’nosti
pravookhoronnykh orhaniv ta sudu v Ukrayini. NDI publichnoyi polityky i sotsial’nykh nauk. Kharkiv, 2021.
P. 52-56 [in Ukrainian].

109



Forensic Science, 1'2025 i

3. Filipenko N. Ye. Kriminologichna diyalnist sudovo-ekspertnih ustanov Ukrayini [Criminological activity of
forensic institutions of Ukraine]. Harkiv: XXX. 2020 [in Ukrainian].

4. Lemyk L. Ya. Praktyka zastosuvannya spetsial’nykh znan’ v tsyvil’nomu protsesi v krayinakh YES (na
prykladi Nimechchyny, Frantsiyi ta Velykobrytaniyi). Chasopys Natsional’noho universytetu «Ostroz’ka
akademiya~. Seriya Pravo. 2014. Ne 1 (9). C. 1-13 [in Ukrainian].

5. Obolentsev V. F. Bazovi zasady systemnoho analizu ta modelyuvannya systemy zapobihannya zlochynnosti v
Ukrayini [Basic principles of system analysis and modeling of the crime prevention system in Ukraine]. Kharkiv:
Jurayt, 2021. 192 p. Retrieved from: https://dspace.nlu.edu.ua/handle/123456789/19459 [in Ukrainian].

6. Implementaciya ILP modeli v Ukrayini [Implementation of the ILP model in Ukraine]. dspace.oduvs.edu.
ua. Retrieved from: https://dspace.oduvs.edu.ua/server/api/core/bitstreams/c517baeb-f95d-4c77-
a0e8-97f808399412/content [in Ukrainian].

7. Fedorov 0. V. Zastosuvannya sistemnogo pidhodu u rozrobci ta vikoristanni informacijnih metodik
vivchennya zlochinnosti [Application of a systematic approach in the development and use of information
methods for the study of crime]. Analitichno-porivnyalne pravoznavstvo — Analytical and comparative
jurisprudence, 2023. 04, 425-429. DOI: https://doi.org/ 10.24144/2788-6018.2023.04.68 [in Ukrainian].

8. Filipenko N., Lukashevych S., Andreyeva O. i Salayeva K. Sotsial’no-pravovi ta moral’no-etychni
problemy zastosuvannya shtuchnoho intelektu ta informatsiyno-komunikatsiynykh tekhnolohiy. Visnyk
Penitentsiarnoyi asotsiatsiyi Ukrayiny. 4 (Sich 2024), 95-103. DOI: https://doi.org/https://doi.org/10.3
4015/2523-4552.2023.4.10. [in Ukrainian].

9. Strukov V. M., Gnusov Y. V. Instrumental intelligent platforms for criminal analysis. Law and Safety, 2021.
83, 4, 64-65 [in English].

10.RICAS. Intelektualna platforma analizu informaciyi [Intelligent information analysis platform]. ricas.org.
Retrieved from: https://ricas.org/uk/ [in Ukrainian].

11.SafetySmart. www.soundthinking.com. Retrieved from: https://www.soundthinking.com/ safetysmart-
platform/ [in English].

12.Palantir Gotham. www.palantir.com. Retrieved from: https://www.palantir.com/platforms/ gotham/ [in
English].

13.Matulyene S., Shevchuk V., Baltrunene Yu. Shtuchnij intelekt v diyalnosti organiv pravoporyadku ta
yusticiyi: ukrayinskij ta yevropejskij dosvid [Artificial intelligence in the activities of law enforcement
and justice bodies: Ukrainian and European experience]. Teoriya ta praktika sudovoyi ekspertizi
i kriminalistiki — Theory and practice of forensic examination and criminology, 2023. 4 (29), 12-46.
doi: 10.32353/khrife.4.2022.02. Retrieved from: https://khrife-journal.org/index.php/journal/issue/
view/18/4-22 [in Ukrainian].

14.Lukashevich S. Yu., Salayeva K. A. Ekspertno-kryminalistychni zasady vyznachennya ob’yektiv
zapobizhnoho vplyvu [Expert and forensic principles of determining objects of preventive influence].
Aktual’ni pytannya sudovoyi ekspertyzy i kryminalistyky — Current issues of forensic examination and
forensics: Proceedings of the 100th anniversary of the National Scientific Center “Institute of Forensic
Expertise named after Ex. Prof. M. S. Bokarius” (Kharkiv, November 10, 2023) Kharkiv: NSC “ISE named
after Ex. Prof. M. S. Bokarius”. 2023. Pp. 229-231. Retrieved from: https://nncise.org.ua/diyalnist/
naukova [in Ukrainian].

15.Filipenko N., Lukashevych S., Andrieieva O., Ivanovi¢ A. Application of Artificial Intelligence and
Information and Communication Technologies: Socio-Ethical Problems (Review Article). Teoriya ta praktika
sudovoyi ekspertizi i kriminalistiki — Theory and practice of forensic examination and criminology. 2024.
Vyp 1 (34). DOI: https://doi.org/10.32353/khrife.1.2024.02. Retrieved from: https://khrife-journal.org/
index.php/journal [in English].

16.Golina V. V. Zapobigannya zlochinnosti (teoriya i praktika) [Crime prevention (theory and practice)].
Harkiv: Nac. yurid. akad. Ukrayini. 2011 [in Ukrainian].

17.Golovkin B. M., Holina V. V., Lysodyed O. V. Kryminolohiya: pidruchnyk [Criminology: textbook].
Holovkin B.M. (Ed.). Kharkiv: Pravo. 2020 [in Ukrainian].

18.Zakon Ukrayini «Pro osnovni zasadi zabezpechennya kiberbezpeki Ukrayini» [The Law of Ukraine “On the
Basic Principles of Cyber Security of Ukraine”]. (n.d). zakon.rada.gov.ua. Retrieved from https://zakon.
rada.gov.ua/laws/show/2163-19#Text [in Ukrainian].

19.Plan realizatsiyi Stratehiyi kiberbezpeky Ukrayiny. Vvedeno v diyu Ukazom Prezydenta Ukrayiny vid
1 lyutoho 2022 p. Ne 37/2022. Retrieved fron: https://zakon.rada.gov.ua/laws/show/n0087525-21#Text
[in Ukrainian].

20.lvanovic A., Filipenko N. Acceptance of Forensic Evidence — Are There Standards? Aktualjni pytannja
sudovoji ekspertyzy i kryminalistyky: zb. mat-liv mizhnar. nauk.-prakt. konf. z naghody 100-richchja

110



Forensic Science, 1'2025

Nacionaljnogho naukovogho centru «Instytut sudovykh ekspertyz im. Zasl. prof. M. S. Bokariusa» (Kharkiv,
10.11.2023). Kharkiv: NNC «ISE im. Zasl. prof. M. S. Bokariusa», 2023. S. 22-27. Retrieved from: http://
www.ndekc.lviv.ua/pdf/c05122023.pdf [in English].

21.Filipenko N. Ye., Snigerov O. P., Bublikov A. V. Zastosuvannya specialnih znan pid chas viyavlennya,
profilaktiki u rozsliduvannya zlochiniv u sferi komp’yuternoyi informaciyi ta visokih tehnologij (oglyadova
stattya) [Application of special knowledge during detection, prevention and investigation of crimes in
the field of computer information and high technologies (review article)]. Teoriya ta praktika sudovoyi
ekspertizi i kriminalistiki — Theory and practice of forensic examination and criminology, 2020. 22,
162-178. Retrieved from: https://khrife-journal.org/index.php/journal/article/download/373/388 [in
Ukrainian].

22.Ahmed Alaa El-Din E. Artificial intelligence in Forensic Science: invasion or revolution? Egyptian Society
of Clinical Toxicology Journal, 2022. 10(2), 20-32 [in English].

23.Budi¢ M. S. Eticke dileme i stavovi prema primeni vestacke inteligencije1. Kritika: ¢asopis za filozofiju i
teoriju drustva, 2023. 4(1), 49-65 [in English].

24.Rozporyadzhennya Kabinetu Ministriv Ukrayini “Pro shvalennya Koncepciyi rozvitku shtuchnogo intelektu
v Ukrayini” [The Order of the Cabinet of Ministers of Ukraine “On the approval of the Concept of the
Development of Artificial Intelligence in Ukraine”]. (n.d). zakon.rada.gov.ua Retrieved from: https://
zakon.rada.gov.ua/laws/show/1556-2020-%D1%80#Text [in Ukrainian].

25.Filipenko N. Y., Lukashevych S. Y. Informatsiyni metodyky doslidzhennya kryminal’nykh pravoporushen’,
vchynenykh z vykorystannyam tekhnolohiy shtuchnoho intelektu. Naukovi perspektyvy (Seriya «Derzhavne
upravlinnya», Seriya «Pravo», Seriya «Ekonomika», Seriya «Medytsyna~, Seriya «Pedahohika», Seriya
«Psykholohiya~). Vypusk Ne 11(41). 2023. P. 1084-1096 [in Ukrainian].

26.Rudenko O. G., Bodyanskij Ye. V. Shtuchni nejronni merezhi [Artificial neural networks]. Kharkiv: TOV
«Kompaniya SMIT». 2006 [in Ukrainian].

27.lvanovic A., Filipenko N. Proposal for Introducing the Institution of Forensic Artificial Intelligence. Aktual’ni
pytannya sudovoyi ekspertyzy i kryminalistyky: zb. mat-liv Mizhnar. nauk.-prakt. konf., prysvyachenoyi
pam’yati vydatnoho vchenoho Vladyslava Fedorenka («Fedorenkivs’ki chytannya») (Kharkiv, 15.10.2024).
Kharkiv: NNTS «ISE im. Zasl. prof. M. S. Bokariusa~». 2024. P. 16-20. Retrieved from: https://drive.google.
com/file/d/1CJSGFYFcKMFu310UeR5dzoPmiMP-COCP/view [in English].

Hartania ®inineHko, Ceprii JlykaweBud, AnekcaHaap IBaHoBMY. IHHOBaLiMHi nigxoam Ta iHpopMauiiHi
TexXHosorii y CyZl0BO-eKCMNepTHiM gianbHocTi

3anobizaHHA 3/104UHHOCMi cmae 0OHUM 3 HallBaxkAusiwux 3a80aHb 01 opeaHis, AKi 30ilicHHmb npe-
BeHMuUBHy Oifi/ibHicmb 8 YKpaiHi. Memoto uyiei cmammi € 80OCKOHaseHHA 3axodis 3anobi2aHHA 3/104UHHO-
cmi 8 ymosax didxumanizauii cycnizibHUX npouecig. 3aBOaHHAMU CmMammi € BU3HAYEHHSA Cy4dCHO20 CMaHy
ma nepcnekmus 0isi/IbHOCMi Cy00B0-eKcnepmHUX YCmaHos y chepi 3anobieaHHA 3/104UHHOCMI 3 BUKOPUCMAH-
HaMm iHgopmauiliHux mexHonoeili. Ceped cy6’ekmig 3anobieaHHA 3/104UHHOCMI B YKpAiHi cy00B0-ekcnepmHi
YCMAHOoBU BUPI3HAIMbLCA 0Cc0b6/1UB0H KoMnemeHUuieto. lpeseHmusHa Oif/ibHiCMb NpayisHUKi8 Yux ycmaHos,
AKa 30iliCHIEMbCA HA BUMO2Y YNOBHOBAXKEHUX Op2aHis nid 4ac po32/1a0y KpUMiHa/bHUX NposadkeHb abo 3a
BJ/1ACHOI0 iHiYiamuBo Ha niocmasi HOPpMAMUBHO-NPABOBUX AKMIB, € BAXK/IUBUM e/IeMeHIMoM 3anobi2aHHA 3/10-
YUuHHOCMI. Y cmammi makox BU3HAYEHO HANPAMU BUKOPUCMAHHA WMYYHO20 iHMEIeKmy 8 NPaso0XOPOHHIL
digaibHOCMi i3 3a71y4eHHAM CyO0BUX eKcnepmis. Lle BK/I04ae aHas1i3 CynymHUKOBUX 3HIMKiB 019 BUAB/IEHHSA 3MiH
JaHowagmy, AKi MoxXymb 6ymu nNos’A3aHi 3 BOEHHUMU 3/104UHAMU, Ma ideHmudgikayii Moaun xepms, aHanis
gideo- ma pomomamepianis ona ideHmudgpikayii 06’ekmis, nido3prosaHux ma cgsioKig, 06pobka aydiomame-
pianis dna ideHmudikayii 20/10ci8 ma B8U3HAYEHHA Micye3HaxodKeHHA aboHeHmiB nid Yac po3mosu. Asmopu
MaKoX po327190a0mb aHAIi3 coyianbHUX mMepex 018 BUSBJIEHHSA 38’A3KiB8 MiX nido3prsaHumMu ma csiokamu
BOEHHUX 3/104UHIB, aHA/i3 OaHUX MeJUYHUX YCMAaHo8 018 BU3HAYEHHA NPUYUH cMepmi ma ideHmudikayii sil-
CbKOBONOJIOHEHUX i BOEHHUX 3/I0YUHUIB 3 MeOUYHOT OOKYMeHmayii, a Makox aHasii3 mekcmosoi iHgpopmayii
ma iHwi Mmemodu. ABmopu 3a3Ha4arms, U0 Haltbisbl NepcneKmMuUBHUM HanPSMOM NPeseHMUBHOT Jif/ibHOCMi
CydoB0o-eKcnepmHuUX YCmaHoe 8 YKpaiHi ma caimi € 8nposadeHHs KpUMIHAIiCMUYHO20 Wmy4YHOo20 iHmesieKmy
(Forensic Artificial Intelligence, FAI). IHmezpyroyu wmy4HUl iHmesekm, cydoBo-eKcnepmHi YyCmaHoBU MOXKYmMb
nidsuwumu egpeKkmusHicmb po3c/1idyBaHb i 3HU3UMU PU3UK Cy6’eKMUBHUX NOMUJIOK. Bnposad»keHHA yux 3axo-
dis y diabHicMb Cy00B0-eKCnePMHUX YCMAHO8 cnpusimume nidBuleHHI0 eheKmusHOCmi 3anobieaHHA 3/104u-
HAMm 8 yMoBax Cy4acHUX yugposux mexHosoeili ma 3mMiyHeHHI0 NpasonopAOKY 8 YKpPaiHi.

Knro4dosi cnosa: KpumiHosozis, 3anobieaHHA 3104UHAM, cydoB8a ekcnepmus3a, iHgpopmayiliHi mexHos0-
2ii, docnioxeHHA 3/104UHiB, iHHOBayiT, wmy4HUl iHMenekm, Kibepbesneka, KpumiHasicmuyHul wmyyHul
iHmenekm (KLLUI).
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